Abstract
Introduction
Recent years have witnessed a prolific growth in digital techniques as well as in wireless communication system. Now various wireless mobile communication services today offer data transmission along with voice based applications [I] . Two classes of problems have also emerged: how to protect the ownership, authenticity, integrity and security of the transmitted digital data, and how to ensure end-to-end quality of the offered multimedia services in third or future generation mobile communication system [IMT2000/Universal Mobile Telecommunication System (UMTS)] [2] . Digital watermarking scheme, though originally developed as a potential solution for copyright protection and authentication, has also been used recently for blind assessment of the quality of services (QoS) [3] for multimedia signals. Reference watermark pattern (already available to the end user) is embedded into the multimedia host data (called watermarked data after embedding) and is transmitted through the channel. Like a tracing signal, the watermark tracks the host data, since both the host and the watermark follow the same communication link and suffer the same channel degradation. The alteration in watermark is used to estimate wireless channel condition dynamically which in turn assess the quality of the offered services.
This paper proposes Fast Walsh Transformation (FWT) based SS image watermarking scheme that serves the dual purposes of authentication in data transmission as well as dynamic estimation of the wireless channel condition. FWT becomes attractive choice for embedding domain due t o its low computation cost of implementation, ease of hardware realization, low processing noise arising out of lower quality compression, and smaller change in image (multimedia signal) information due to embedding. Spread spectrum (SS) methodology is used as this has proven to be efficient, robust and cryptographically secured. Circuits for watermark embedding and decoding are developed that ensures the suitability of the algorithm for such an interesting application in real time environment. The performance of the algorithm is tested against Rayleigh and Rician fading environment as well as for signals corrupted by additive noise followed by JPEG and JPEG 2000 compression.
The paper is organized as follows: Section 2 discusses the review of the previous works, limitations and scope of the work. Section 3 shows change in image information due to embedding in Walsh coefficients. Section 4 briefly describes the proposed algorithm while section 5 
Review of the previous works and their limitations
Campisi et a1 developed [3] DCT domain fragile digital watermarking scheme for blind quality assessment of multimedia services. DCT has been chosen as signal decomposition tool in the work (in many image watermarking algorithms) as the most common compression tools for digital images and videos are DCT based JPEG and MPEG respectively. But it is reported in the digital image watermarking literature that most DCT (wavelet-based) domain embedding schemes are very robust to JPEG (EZW or SPIHT) compression, but are not very much robust to EZW or SPIHT (JPEG). Moreover, the standard deviation of DCT coefficients are high for the processing noise at low quality compression and is not suitable for data hiding in video frames, as the latter is likely t o suffer more processing noise than an average still images [4] . Campisi work does not discuss about the required computation cost and complexity to validate the practical implementation of the algorithm for such (near) real time application. Furthermore, Campisi work employs global embedding principle for an entire frame and thus fails to identify the relative degradation at different portion within the frame.
Scope of the work
The discussion in the previous paragraph indicates that digital watermarking algo~ithm which serves the purpose of present application must satisfy low computation cost and complexity requirement for watermark embedding and decoding, ease of hardware realization and faithful assessment of wireless condition under fading environment. We propose Fast Walsh Transformation (FWT) based SS watermarking scheme for the purpose due to its low computation cost as floating point addition-multiplication is not required when the digital image is convolved with the signed integer valued kernel during the forward and the inverse Walsh transform. The computation cost is further reduced as we implement block based SS watermarking unlike the global technique of [3] . The kernel of Walsh transformation being symmetric, only one hardware block is sufficient to implement both forward and inverse transform which is not possible in DCT based algorithm. It is also shown in the next section that data embedding process causes little change in image information when FWT is used as embedding domain compared to DCT as the former has two valued kernel while the latter has multivalued kernel.
Change in image information
We now mathematically prove that image information is changed by less amount in case of Walsh domain embedding compared t o DCT (other popular transform) domain embedding. The inverse Walsh transform [5] of an ( N x N) (where N = 2n) image function f (x, y) is rewritten as follows: 
Proposed algorithm
We use a gray scale image as cover image and a binary image as watermark. The cover image of size (M, x N,) is partitioned into (8 x 8) non-overlapping blocks. Fast Walsh transform is applied in each block to decompose image signal. The widely used code pattern for SS modulation technique is pseudo noise (PN) sequence and is generated using LFSR (Linear feedback shift register). The size of the PN sequence is identical t o the size of the Walsh coefficient matrix. Thus a set of PN matrices denoted by (Pi) of number (Mm.Nm) are generated where (Mw x Mw) denotes the size of watermark. Watermark information is embedded according to the following rule.
where X is Walsh coefficient of the cover image, Xe is the Walsh coefficient after watermark embedding, k is the modulation index, P is the PN matrix. Two dimensional discrete inverse Walsh transform of the modified coefficients would then generate watermarked image.
The supplied services i.e. multimedia signals are decomposed using Walsh transform. Correlation value between Walsh coefficients and each code pattern of the set (Pi) is calculated. We have a total of (Mm.Nm) (equal to the number of watermark bits) correlation values (pi)where i = l , Z,.. Mm.Nm. From these correlation values, we calculate mean correlation value (T), used as the threshold or decision variable for binary watermark decoding. The decision rule for the decoded watermark bit is as follows:
(i) for pi > T, the extracted bit is '0'
(ii) for pi < T, the extracted bit is '1'.
VLSI architecture
The VLSI architecture of the proposed algorithm is designed using XILINX SPARTAN series FPGA. The cover image is a 8 bitslpixel gray scale image and reference watermark is a 4-bits binary watermark.
Architecture of watermark embedding
The VLSI architecture of watermark embedding unit for the proposed algorithm is shown in Fig. 1 . 
Architecture of watermark decoding
The VSLI architecture of watermark decoding unit is shown in Fig. 2 (1) W a b h transform module Walsh transformation is applied t o the watermarked image block. Theory and hardware architecture of this unit is exactly identical as described in the transmitter section. (2) Correlation calculation module The same code generation units PN1 and PN2 used at transmitter are also used here.
(3)Mean correlation and threshold calculation module:
The four correlation values are added using three adders. The result of addition is passed through a right shifter to obtain the mean correlation value. The output of the right shifter block is fed to the one input of each comparators. The other input of the comparators are the correlation values and message bits are detected at the output. The required hardware for this unit are three adders-16 bit, one right shifter, four magnitude comparators-16 bit.
Performance evaluation
In this section we report (1) the experimental results that highlight the effectiveness of the proposed scheme to access QoS and (2) results of hardware design in term of number of CLBs (Configurable Logic Blocks) required.
I . Results for QoS assessment
We consider (256 x 256), 8 bitslpixel grayscale image as cover and a binary image as sample watermark. We use PSNR (Peak signal-to-noise ratio) as objective measures to quantify visual quality of the watermarked image i.e. the offered services. PSNR values are 40.23 dB and 36.45 dB when watermark information is embedded in digital image using FWT and DCT respectively. form running on a Pentium I11 400MHz P C system. In UMTS, multimedia signals are compressed first and thus a coded bit stream is obtained. This coded bit stream is then transmitted through noisy channel. Fig.  3 represents relative quality of the tracing watermark when extracted from the various noisy compressed images i.e. quality of the offered services.
In mobile radio channel signal is degraded at mobile station (MS) due to multipath effect. Fig. 4 shows that both the original and watermarked images are affected by the channel in similar fashion after Rayleigh and Rician fading and as expected QoS is better for the latter (due to the presence of stationary dominant signal along with multipath components) compared to the former (only multipath components are present). Multipath channels being independent, embedded watermark would experience different amount of channel distortion while watermarked signals traverse through them. The relative quality values (P,) of the tracing watermarks indicate the condition of the different channels. BER can be used for calculation of weight factors in diversity techniques as the same are determined in maximal ratio combiner (space or antenna diversity) or RAKE receiver (SS time diversity) based on the value of SNR (Signal-to-noise ratio) [8] . Quality improvement for the offered services is achieved by 3.5 dB under multipath effect while the value of sigma (standard deviation of noise) for different paths are varied by 4. 
Conclusion
A low cost SS watermarking scheme along with hardware design is proposed and tested for blind assessment of QoS for digital images. The novelty of the scheme lies in low loss of structural information for the offered multimedia services, high resiliency to compression operations and ease of hardware realization that makes it suitable for real time multimedia mobile communication applications. The estimation of the tracing watermark at MS will provide detailed information about the quality of services due to watermark embedding, status of the link, information relating to billing purpose etc. Furthermore, the quality of the tracing watermarks may be explored in diversity techniques for cancellation of the fading effect arising out of multipath propagation. The hardware design of the algorithm is reported for (8 x 8) and the same can be easily extended for large image size, say (256 x 256) or (512 x 512) or even larger for real life application using parallel processing of many such modules.
2.Results of hardware design
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The VLSI design is implemented for a gray scale im- 
